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Preface

Preface
Intended Audience

This document is intended for the following audience:
e Customers

e Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=accandid=docacc.

Access to Oracle Support
Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=trs if you are hearing impaired.

Structure
This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:
e Purpose

e  Configuration / Installation.

Related Information Sources
For more information on Oracle Banking APIs Release 18.1.0.0.0, refer to the following documents:

e Oracle Banking APIs Licensing Guide

PSD2 Guide 4
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Purpose

Purpose
This document provides step by step guide to configure OBAPIs for PSD2 implementation.

The actual steps will vary based on actual implementation depending on bank infrastructure and
enablement of use cases out of OBAPIs PSD?2 list of offerings.

For Example, bank may choose to configure mobile client or browser client or mix of both and
accordingly the implementation steps will vary. Though, this document covers steps required for all
the scenarios.

Home

PSD2 Guide



Topology

3. Topology

+ App onboarding in IDCS /APICS
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PSD2 Configurations

4. PSD2 Configurations
4.1 IDCS Configuration

a) Registering OBAPIs as an Admin application in IDCS

e Click add in the application tab to register OBAPIs Admin application.

@ Identity Cloud Service Home

Applications
Select All Add Remove Activate

@ Client

) <

|
Lo
]

Q @ &

Demo Application

Mabile Application

Elite Accounts
Fer PSD2 Demo - BOV

Elite Accounts - Appl

Dummy App 1 for PSD2 implementation

Elite Accounts - Demo

For Demo Purposes

Elite Payments
For PSD2 Demo - BOV

Elite Payments - App2

Third Party App implemenation for PSD2.

e  Select trusted application

Add Application

0000

App Catalog

SAML Application

Mobile Application

Trusted Application

Users

Groups Applications Jobs Settings Security

o
ml

o
ml

Add an application from the Application Catalog.

Create an application that supports SAML for Single Sign On,

Create a mobile/single-page application that uses OAuth 2.0, These applications
cannot maintain the confidentiality of their client secret,

Create a web-server/server-side application that uses OAuth 2.0. These apps
typically run on a server and can maintain the confidentiality of their client secret.

PSD2 Guide
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Add “name” and “description”

Identity Cloud Service Home Users Groups Applications Jobs Settings

Add Trusted Application

Details Client

Cancel

App Details
* Name  Trusted demo

Description  Web Application

Application Icon (3

Upload

Application URL
Login URL

Logout Page URL

Tags
Add tags to your applications to organize and identify them. A tag consists of a key-value pair.

=+ Acd Tag

Display Settings

Display in My Apps

User can request access

Security

PSD2 Configurations
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Check ‘Client Credentials’ option as the ‘Allowed Grant Type’

Operations’.

4 Client Configuration

® Register Client

Allowed Grant Types

Allow non-HTTPS URLs

Redirect URL

Logout URL

Post Logout Redirect URL

No Client

Resource Owner ¥ Client Credentials JWT Assertion SAML2 Assertion

Device Code

*
Client Type Trusted @ Confidential
Certificate Import

Allowed Operations @ Introspect On behalf Of

PSD2 Configurations

. Check ‘Introspect’ as ‘Allowed

Refresh Token Authorization Code

Implicit

e  Add Admin Privileges for OBAPIs Client Configuration
Grant the dient access to Identity Cloud Service Admin APls.
Identity Domain Administrator * | | User Administrator % | | Self Registration ®  Application Administrator % | Security Administrator % Me X
Signin X%
e Application added
Add Trusted Appli
< o . [ rees |
PSD2 Guide 9




Application Added

Below is the new Client ID and Client Secret for your application.

This information also appears on the Configuration tab in the Details section for

the application.
ClientID d095¢8410e424988829277e998295a%¢

Client Secret fb2a3ale-726e-4b3b-a310-9d130212e3bS

Close

PSD2 Guide

PSD2 Configurations

Application added. We shall need the Client-Id and Client-Secret to configure OBAPIs Admin
application in OBAPIs and WLS. (Refer “Enabling PSD2 on OBAPIs Entity” & “Set up IDCS

Asserter” sections)
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Setting up login page

PSD2 Configurations

Set Login URL to ‘/ui/v1/signin’ if something else. ‘/ui/vl/signin’ is the default login page

provided by IDCS.

= {, Identity Cloud Service

Session Settings

* Session Expiry 480 v A minutes
Login URL  Jui/v1 fsignin

* Logout URL  Jui/v1/myconscle

Allow Cross-Origin Resource Sharing (CORS) C

Allowed CORS Domain Names  mum00apt.in.oracle.com

Page to set session token timeout and custom login URL

Session Settings

* Session Expiry 480 ¥ A minutes

Login URL http://mum00apb.in.oracle.com:7778/p
* Logout URL  fuifv1/myconsole

Allow Cross-Origin Resource Sharing
(CORS)

Allowed CORS Domain Names  mum0Oapb.in.oracle.com

4.2 APICS Configurations

PSD2 Guide

Login to APICS

11
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€« C O © Notsecure | apics.oracle.com

Apps [ Welcome [l AP Managemen: @ Developer Portal

]

Fl
L

s
-
~8
b
[
-
.
-
.
-

. Create API

€200

= Apps ) Weicome [l AP Manageme:

D apics.oracle com

& Developer Portal

Create API

o Name and Verson are required

PSD2 Guide
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e APl Implementation

[ - O 1 W apKsonaciecom /U L/ applattonmyape apy | mplementation “ w
= Apps ) Weicome [B API Managemer:  § Developer Portal
ORALCLE # mutem Couet - Vamagueans Ponst .
Eal Bk S al e Servew Servce Accmem - Pt lemrg
SEEn J rom Emname
i GetAccountBalance 1.0 vewramses “o - . o
e ey selimge Yew B 00T 10N AN S0
0 AP1 implementabon Available Pohoes
& oo Bescorae s oy e e 4 gy e CR Moy
» A Pagent oS
» Talc Management
n
Servee Reguest » Petace Maragement
- — maOlege “XISs L aimen
. » Rouang
‘ » Oher
e  Edit Policy
€ 9 C O O apicsoraciecom 720 Uapplatform/apa/apy 100/mplementat Q wl:
£ Apps 0 a8 e & Developer Portal

y - Service Request

@ o ™ v sene LB e Vo

Cotgee ~easey
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e View APl Summarizing

0}
<

ORACLE

4.3 OBAPIs Configurations
4.3.1 WebLogic Configurations

Patch WLS12.2.1.2.
e WLS12.2.1.2.0 (PS2 PSU) Obtain and install the WLS 12.2.1.2.0 kit from OTN:

Download the 12.2.1.2.171017 Patch Set Update (PSU) for WebLogic Server 12.2.1.2 from
https://support.oracle.com/epmos/faces/PatchDetail?patchld=26485996

Apply the PSU patch following the instructions contained in the README.ixt in the
p26485996_122120_Generic.zip patch file.

PSD2 Guide 14
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Set up IDCS asserter

e Login to WLS console using admin credentials.

e Navigate to Security Realms ->myrealm ->Providers

. Click on New

e Name the asserter. Select ‘OracleldentityCloudintegrator’ as the provider type.

[} Create a New Authentic: X

&« C' | ® Notsecure | mum0Qap

3 oApps | yoku r Bookmarks

Lock & Edit

Release Configuration

Domain Structure

OBDX_INS_TEST
Domain Partitions

Diagnostics

How do I... a

« Manage security providers

« Configure authentication and identity
assartion providers

System Status a

Health of Running Servers as of 11:18

I Fald(n)
[ critical (0)
[ Overloaded (0)
[ waming(0)

. Click ‘OK’
ORACLE WebLogic Server Administration Console 12¢ —

Change Center
View changes and restarts

Click the Lock & Edit buttan to modify, 3dd or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure

obdx_domain
Domain Partitions

Environment

How do I... =]

Configure Authentication and Identity
Assertion providers

Configure the Password Validation provider

Manage security providers
Set the JAAS control flag
Re-order Authentication providers

-
* o] 2200 :

0BP2502LZN OBP25028ASE OBDX172 0BDX17.1 [B] Oracle Applications - % OBDX-Wiki [ ODSM [B) Identity Self Service {0 OBP25Grok  » Other bookmarks
OK Cancel

Create a new Authentication Provider

The following properties will be used to identify your new Authentication Provider.
* Indicates required fields

The name of the authentication provider.
* Name: IDCSAsserter

This is the type of authentication provider you wish to create.

Type: QOracleldentityCloudintegrater v
SAML2IdentityAssarter
Cancel (OBDXDBAuthenticator
- OBDXJWTldentityAsserter
CloudSecurityAgentAsserter
CrossTenantAuthenticator
TrustServiceldentityAsserter
OAMIdentityAsserter
OAMAuthenticator
ActiveDirectoryAuthes tor
CustomDBMSAuthenticator
DefaultAuthenticator
DefaultldentityAsserter
IPlanetAuthenticator
LDAPAuthenticator
LDAPX509IdentityAsserter
NegotiateldentityAsserter
NovellAuthenticator
OpenLDAPAuthenticator
Oracleldentity Cloudintegrator
OracleInternetDirectoryAuthe:

&) Home Log Out Preferences R

Help Q Welcome, weblogic | Connected to: obdx_domain

Home >obdx_server >Summary of Security Realms >myrealm >Providers
Settings for myrealm
Configuration | Users and Groups | Rales and Policies | Credential Mappings | Providers | Migration
Authentication | Password Validation | Authorization | Adjudication | Rele Mapping | Auditing | Credential Mapping | Certification Path
An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in
a security realm. Different types of Authentication providers are designed to access differant data stores, such as LDAP servers or DBIS.
| Customize this table

Authentication Providers

Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

New | [Delete Reorder Showing 1to S of 5 Previous | Next
Name Description Version
oup Provider that performs LDAP authentication 10
OAMIdentityAsserter Oracle Access Manager Identity Asserter 10
IDCSAsserter Frovider that performs identity assertion for Oracle Identity Cloud Service tokens 10
DefaultAuthenticator WebLogic Authentication Provider 10
DefaultidentityAsserter WebLogic Identity Assertion provider 10

New | | Delete Reorder Showing 1to 5 of 5 Previous | Next

e Click on ‘IDCSAsserter’

e Choose ‘Authorization’ property as Active Type

PSD2 Guide
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ORACLE webLogic Server Administration Console 12¢ —

Change Center @ Home Log Out Preferences 4 Help Q Welcome, weblogic ‘ Connected to: obdx_domain
A s e rtarte Home = obix_server >Summary of Security Realms >myrealm »Providers >IDCSAsserter
Click the Lock & £t button to modify, add or Settings for IDCSAsserter
delete items in this domain.
Configuration
Lock & Edit
IETEErTE T Common | Provider Specific
Domain Structure Click the Lock & Edit button in the Change Center to modify the settings on this page.
obdx_domain Save
~Domain Partitions
B3 Environment This page allows you to define the general configuration of this provider
~-Deployments
“Services 5] Name: IDCSAsserter
~-Security Realms
- Interoperability &5 Description: Provider that performs identity assertion for Oracle Identity Cloud Service tokens
~Diagnastics
(F] Version: 1.0
(5] Active Types:
Available: Chosen:
Tdcs_user_assertion Authorization
REMOTE_USER ®
a -
fowdol idcs_user_assertion »
Mo task help found.
]
System Status a ®
Health of Running Servers
N Reied
T I‘(;J 4F] Base64 Decoding Required:  fakse
ritical
Qverloaded (0) Save
Wamning (0)
[ o) Click the Lock & Edit button in the Change Center to modify the settings on this page.

e Click on Provider Specific and configure IDCSAsserter properties. Provide Client Id and Client

secret of OBAPIs Admin Application; created in Step 4.1.a in fields Client Id and Client Secret
& Confirm Credentials. Fill in other marked properties as per the IDCS host.

PSD2 Guide 16



Settings for IDCSAsserter
Configuration

\‘ Common | Provider Specific

Click the Lock & Ediit button in the Change Center to modify the settings on this page.

Save

This page allows you to configure additional attributes for this security provider.

¥ Audience Enabled

JSONWeb Key Set URI:

Sync Filter Match Case

Token Validation Level:

Port:

¥ Cache Enabled

Tenant Names:
obdx-tenant@l

Client IDToken Claim:

Base Path:

Token Clock Skew:

Tenant Token Claim:

Any Identity Domain Enabled:

User Name Resource Attribute:

Tenant Host Name Template:

PSD2 Guide

NORMAL M

(443

client_id

120

user_tenantname
true

userName

{%tenant}.{%host}

PSD2 Configurations
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# S5 Enabled
Access Token Tinseowt Window: 100
User ID8esource Attribute: id

Client 1DResource Attribute:
App Roles Tokem Claim: appRoles

Clienit Id: 0012 15d18cd1 47398 cadbs M

Tenant Dusta Flush Intervak:

=

Omly User Token Claims Enabled

User Rame Token Clain

Signature Prefer X509 Certificate
Token Secwre Transport Required

Cache TTL: 100
Groups Token Claim: groups

¢ Token Cache Ensbled

Clienit Tenant: \enant0
Resource Tenant Token Clsin: tenan
Sync Fillter User Header Hames:

User IDToken Claim: user i

User Anthentication Assertion Attribute:

PSD2 Guide 18
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« Sync Filter Enabled

# Sync Filter Only Chent Cert Requests

Temant:
Thread Lock Timeout; 300
Token Virtual User Alloveed
Connect Timeout! 300
Response Read Timeout: 211]
Temant Data Reboad Interval: 300
Hostz lenanti 1 identity cSdev
App Hamae Filter Header Name: X-RESOURCE-SERVICE-IN
Client Hame Token Claim: client_nami
Cauche Sire: 500
Cliemt As Wser Primcipal Enabled
Syne Filter Prefer Header
Chient Secret: [T P—
Confirm Credential: P —
Chient Tenant Token Claim: clent_tenantname

< Tenant Data Relosd Enabled

Temant Header Names:

K=USER=TDENTITY - SERVICE = GUID
X-USER-TDENT ITY - DOMATH-HAME
X=RESOURCE - IDENTITY - SERVICE -GUID
X=RESOURCE - IDENTLTY -DOMAIN- RAME

e Restart the OBAPIs Managed as well as Admin Server.

PSD2 Guide 19
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Configuring TLS for IDCS.

e Download Certificate from IDCS Host. Add the certificate to a custom keystore and add it to
the WebLogic server.

fal Home Log Out Preferences li«| Record Help | Q, Welcome, wehlogic| Connected to: C
Home =Summary of Servers =0BDX_INS1
Settings for OBDX_INS1

Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Motes

General | Cluster = Services | Keystores | S5L | Federation Services | Deployment | Migration | Tuning | Overload | Concurrency | Health Monitoring | Server Start | Web Services

Click the Lock & Edlit button in the Change Center to modify the settings on this page.

Save

Keystores ensure the secure storage and management of private keys and trusted certificate authorities (CAs). This page lets you view and define various keystore configurations. These settings help
manage the security of message transmissions,

Keystores: Demo Identity and Demo Trust| Change Which configuration rules should be used for finding the server's identi
keystores?  More Info...

Identity
Demo Identity Keystore: kss://system/demoidentity The location of the demo identity keystore. More Info...
Demo Identity Keystore Type: kss The type of the demo identity keystore. Generally, this is JKS or KS5.
Demo Identity Keystore Passphrase: errrreesreresnanee The demo identity keystore’s encrypted passphrase. This is readonly a
will not be applied. More Info...
Trust
Demo Trust Keystore: kss://system/trust The location of the demo trust keystore. More Info...
Demo Trust Keystore Type: kss The type of the demo trust keystore. Generally, this is JKS or KS5. M
Demo Trust Keystore Passphrase: The demo trust keystore's encrypted passphrase. This is read only and
not be applied. More Info...
Java Standard Trust Keystore: fhome/devops/jdki8{jre/lib/security/cacerts The location of the java standard trust keystore. More Info...
Java Standard Trust Keystore Type: jks The type of the java standard trust keystore. Generally, this is JKS. W
Java Standard Trust Key e F ph The password for the Java Standard Trust keystore. This password is ¢

e Add the following property in WLS managed server start configuration.

Dweblogic.security.SSL.hostnameVerifier=weblogic.security.utils. SSLWLSWildcardHostnameVeri
fier

PSD2 Guide 20
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Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments | Services | Security | Notes

General | Cluster | Services | Keystores | SS5L | Federation Services | Deployment | Migration | Tuning | Owverlead | Concurrency

Health Monitoring | Server Start | Web Services | Coherence
Save

Node Manager is 8 WebLogic Server utility that you can use to start, suspend, shut down, and restart servers in normal or unexpected conditions. Use this page to configure the startup settings that Node
Manager will use to start this server on a remote machine,

Java Home:

The Java home directory (path on the machine running Node Manager) to use when
starting this server. More Info...

Java Vendor:

The Java Vendor value to use when starting this server. More Info...

BEA Home:

The BEA home directory (path on the machine running Node Manager) to use when
starting this server. More Info...
Root Directory: The directory that this server uses as its root directory. This directory must be on

the computer that hosts Node Manager, If you do not specify a Root Directory value,
the domain directory is used by default. More Info...

Class Path: The dasspath (path on the machine running Node Manager) to use when starting
/scratch/obdx/config: this server.  More Info...
e
Arguments:

Dobdx.security.disabled=true -Dfcat.jvm.id=1 -Xdebug -Xngagent =
-Xrunjdwp:transport=dt socket,server=y,address=3319,suspend=n -

Dobdx.headless.mode.enasbled=trus -

The arguments to use when starting this server. More Info...

Dweblogic.security.55L.hostnameVerifier-weblogic.security.utils
-S5LuLSkildcarddostnameverifier

Restart OBAPIs Managed as well as Admin Server.

21



Enable Headless Mode
e Add the following property to enable Headless mode

-Dobdx.headless.mode.enabled=true

PSD2 Configurations

e s we

Click the Lock & £git button to modify, add or
delete items in this domain.

Lock & Edit

Release Configuration

Domain Structure

obdx_domain

Diagnostics

How do I... =]
« Configure startup arguments for Managed
Servers

» Start Managed Servers from the
Administration Console

« shut down a server instance

System Status =]

Health of Running Servers

EE Railed(n)
[ Critical ()
[ overloaded (1)
[ waming (D)
| T

Settings for obdx_server

Configuration | Protocols | Logging | Debug | Menitoring

General | Cluster | Services | Keystores | SSL | Federation Services

Click the Lock & Edit button in the Change Center to modify the settings on this page.

Save

Deployments | Services | Security | Motes

Deployment | Migration | Tuning | Overload | Concurrency | Health Monitoring | Server Start | Web Services | Coherence

Node Manager is a WebLogic Server utility that you can use to start, suspend, shut down, and restart servers in normal or unexpected conditions. Use this page to configure the startup settings that Node

WManager will use to start this server on a remote machine.

Java Home:

Java Vendor:

BEA Home:

Root Directory:

Class Path:
/scratch/obdx/wls/config

Arguments:
Dueblogic.Stder!

Xnoagent -
Xrunjdwp:transport=dt socket,serve
d=n

Security Policy File:

User Name:

e Restart OBAPIs Managed Server.

PSD2 Guide

scratch/obdx/wls/logs/obdx-err.log -
Dobdx.security.disabled=true -Dfcat.jvm.id=1 -Xdebug -

,address=3320, suspen

The Java home directory (path on the machine running Nede Manager) to use when
starting this server. More Info...

The Java Vender value to use when starting this server. More Info...

The BEA home directory (path on the machine running Node Manager) to use when
starting this server. More Info...

The directory that this server uses as its root directory. This directory must be on
the computer that hosts Node Manager. If you do not specify a Root Directory value,
the domain directory is used by default.  More Info...

The dasspath (path on the machine running Node Manager) to use when starting
this server. More Info...

The arguments to use when starting this server. More Info...

The security palicy file (directory and filename on the machine running Node
Manager) to use when starting this server. Mare Info...

The user name to use when booting this server. More Info...

22
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4.3.2 OBAPIs Configurations

Enabling PSD2 on OBAPIs entity
e Add IDCS Host details in Day-1 Configurations for that entity — (in Other Modules section)

= # ZigBank Q& () iogout

Lim - v B

Day (/N

Host Name UBS Branch Cada

Currency Support In Approval — true Regfon INDIA

Rules

Flag to enable S5L false Anonymous Security Policy oracle/wss_username_tol
Anonymous Security Key origination_owsm_key IDCSHost IP obdx-tenantOL.identity.c'
Name

IDCS Host Port 443 IDCS OBDXClient Id 00fal5d18cd147398ca4
IDCS OBDXClient Secret SrEERIBEIEREIRRRIEY IDCS Connection Scheme https

PM Host password IPM Host IP address

PM Host applicaticn name IPM Host port

¢ In Configurations, navigate to Base Configurations. Search Category:
‘extxfaceadapterconfig’

PSD2 Guide 23
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 (OBDX-TT10] Paymner x { [3] Zgbank - Zighark . [3) Single Sign-On X | X Sarvice Raguest Config X | (5 System Configuration - X | [ Summasy of Servars - | (3] Zgbank-Zighark ;[ Tglank-Zighank  x

= Zighark - Tigank x Wy - O X
<« C | @ mumboeag * a 2eoe
apps yolay 2502BASE 0BDK172 OBOXIT.1 [B) Oracle Apy X 0BDX sty Sebf Semice {0 OBP2SGrok [Y SOA-EM

USEZN (@ Jovs 08 Code Gerer (] Deque Unva Plaio sonsr w1 Cther boskmaris

extefaceadapterconfis

hateoasresourceconfig 1
axtxfaceadapterconfis

ExtSystemsCantig

CredentialCennector

DispatchDetails

Property Id Property Value

01

comafss digxextxface. payment sdapter. IPaymentAdapter fetcbGmiivies dignaxttace. payment.mock impl PaymentMockAdapter

QBDX_BUZ JBs512.4 >

0BDX_BU1 JB512.3 b

xextxface.origination.adaptersubmission.ending. OriginationVehicl

com.ofss.digxextxface.dda.adapter| DemandDepasitAdapterisilivetsDelgtandatesida.mock impl.DemandDepositMockAdapter >

OBDX_BU uBs124 >

e  Search for the entity to enable IDCS adapters

R (OBOX-TTI0) Paymeet (3] Zighar - Zghank  x (5] Single Sign-On X | X, Service RaquestConfic % | [5] Symem Configuaation - % | [3 Summary of Servers - x \ (S Zighani - TgBark  x / [B) Zqbank- TgBank x| [ Tghank - Zighark
& C | © Net

yobu  Gockmarks || OB92

ure | mum0eag

L

v () Deque (v Patior

LIN [] OBP2S02BASE [ QBDXI 08DX17.1 () Oracle &

ications - X OBDK-Wid [} 0OSM [B] (demty el Service [0 OBP2SGeok [ SOA-EM

USLZN € hava OR Cod

7

ank Q

Logo.

extxfaceadapterconfig

Property Id Property Value

o1

LODRACLEBIN22.12 >

gr.axtxface.payment.adapter.|PaymentAdapter.fetchBmlbiendipuextxface payment.mack impLPaymentMockAdapte

OBDX_BU2 UBS12.4

OBDX_BU1 UBS12.3

com.ofss.dige.extdace.originstion.adaptersubmissionend:

cationiehicie OriginationVehicl
com.ofss.dig.extriace.dda.adapter. DemandDepositAdapter. isiNuets ExiigtMdndatesida mock mpl. DemandDepasitMackAdapter

OBDX_BU UBS124

e View the existing property for editing the same
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X ' X Service Requert Confic X | [ System Comfquuation % | [) Summary of emees - x [ Zghank- Zighark  x ;[ Zgbank-Zigark x|\ (5] Zigkank-Zighark  x mg - O X

- b b o Dooe@ :

080071 [E] Orece Apglcaions - X GIOK-Wik [} 0SM [B] ientty SefSevice [0 GBP2SGiok [} SOAEM || OBPZSUIUSLEN  teva GR Code Gener. [B] Deque Uove Platfor

extitacesdapterconfiz

OROEC m

OBDX_BU vesiza v

e Edit the property. Add appropriate IDCS Adapters. — ‘idcs1736’ for OBAPIs 18.1

R [OEDXT7I0 Poyrrere % | (5] Tiglonk - TgBonk

st Conf. % '\ [E] System Configurmtion - % { [} Summary of Servers - ¢ % { (5] Zighark - Zighonk % [5] Zighlonk - Zighonk
& C[@ Notsseure | mumoozag

20 % Bookmerks

Y OSW (] dentiy SefServee {0 0BP2SGrok [] SOAEM || CEPZSOIUSLZN @3 &

Property d Property Value

©BDX BU UBsiz4 ~

WBS12.41des1736

e Restart OBAPIs Managed Server.

Home
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5. Third Party Application Registration
5.1 Registering a Third Party Browser Client in IDCS
e Log into the IDCS dashboard.

e Click on the “Applications” tab which will list all applications associated with the logged in
account.

@ Identity Cloud Service Home Users Groups Applications Jobs Settings Security

Welcome admin@oracle.com Here's what you can do:

Onboarding Users and Groups * Performing Self-Service
Onboarding Applications Diagnostics

‘ Watch the Video ‘ | Learn More ‘ | What's New Auditing the System, Users, and * Customizing the Service
' : ' ' Groups = Performing End-User Self Service
Managing Security Settings

Filter by Date Range  Last 30 Days v

e Click add in the application tab to register a browser client.

@ Identity Cloud Service Home Users Groups Applications Jobs Settings Security

Applications

Select All Add Remove Activate Deactivate
Create an application.

@ Client (/]

Demo Application

Mabile Applicstion o

) <)

Elite Accounts o

For PSD2 Demo - BOV

L
L)
L)

Elite Accounts - Appl

Dummy App 1 for PSD2 implementation o

Elite Accounts - Demo o

For Demo Purposes

Elite Payments (v

For PSD2 Demo - BOV

Elite Payments - App2

Third Party App implememation for PSD2.

Q & &3
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Select ‘Trusted Application’.

Add Application

App Catalog

SAML Application

Mobile Application

@00

Trusted Application

Third Party Application Registration

Add an application from the Application Catalog.

Create an application that supports SAML for Single Sign On.

Create a mobilefsingle-page application that uses OAuth 2.0, These applications
cannot maintain the confidentiality of their client secret,

Create a web-server/server-side application that uses OAuth 2.0. These apps
typically run on a server and can maintain the confidentiality of their client secret.

PSD2 Guide

Add ‘Name’ and ‘Description’.

@ Identity Cloud Service Home Users Groups Applications Jobs

Add Trusted Application

Cancel L]
Details

Client
App Details

* Name Trusted deme

Description  Web Application

Application Icon (\)

Upload

Application URL
Login URL

Logout Page URL

Tags
Add tags to your applications to organize and identify them. A tag consists of a key-value pair.

=+ Add Tag

Display Settings

Display in My Apps

User can request access

Settings Security

Next >

Check ‘Authorization Code’ option as the ‘Allowed Grant Type’. Configure the ‘Redirect URL’

of the application.
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Third Party Application Registration

Add Trusted Application

< Back o * Next >
Details Client Resources Autho on
& Confgurethis appication as 3 clent now Skip for later
Autharization
Allowed Grant Types Resource wrer Client Credentials JWT Assertion SAMLZ Assertion Refresh Token  [#)] Authorization Code
Implicit Device Code

Allow non-HTTPS URLs @

* Redirect URL | http:/fwww.example.com/redirect
Logout URL
Post Logout Redirect URL
Security HTrusted Client Certificate Import

Allawed Operations [ Introspect On behalf OF

Accessing APLs from Other Applications

Trust Scope © Al resources
Allowed tags
® Allowed scopes

Allowed Tags

=+ Add Tag

Allowed Scopes

+ Add

Application Allowed Scope

No data to display.

e Configure Access Token Expiration, Refresh Token properties as per bank policy

® Register Resources Mo resources

Configure application APIs that need to be OAuth protected.
Access Token Expiration 3,600 ¥ | A seconds
Is Refresh Token Allowed

seconds

Refresh Token Expiration

Primary Audience = http://mum00apb:7771/digx/vl/

Secondary Audiences
Secondary Audience Remove

Mo data to display.

Allowed Scopes | Add Remove

Scope Description Requires Consent

Mo data to display.

e Application Added.
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Add Trusted Application

Details Client Resources Authorization
Click to add this applicz

Autharization

Enforce Grants as Autharization

Application Added x

Below is the new Client ID and Client Secret for your application.

This information also appears on the Configuration tab in the Details section for
the application.

ClientID  dd85c8410e424588829277e998295a5%¢e

Client Secret  fbZa3ale-7Z6e-4b3b-a310-9d130212e3b5

Close

e Click on “Activate” to activate the application.
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5.2 Registering a Third Party Mobile Client in IDCS
e Log into the IDCS dashboard.

e Click on the “Applications” tab which will list all applications associated with the logged in

account.

@ Identity Cloud Service Home Users Groups Applications Jobs Settings Security

Here's what you can do:

Welcome admin@oracle.com
Onboarding Users and Groups
Onboarding Applications

‘ Watch the Video ‘ | Learn More ‘ | What's New Auditing the System, Users, and
Groups
Managing Security Settings

Performing Self-Service
Diagnostics

» Customizing the Service

Performing End-User Self Service

Filter by Date Range  Last 30 Days v
e Click on the “Add” button to create a new application

@ Identity Cloud Service Home Users Groups Applications Jobs Settings Security

Applications

O select Al 4= Add Remove Activate Deactivate

o @ Client

)

Elite Accounts
For PSD2 Demo - BOV

Elite Accounts - Appl

Dummy App 1 for PSD2 implementation

(\) Elite Accounts - Demo
For Demo Purposes

R
(3] o
a Elite Payments
. For PSD2 Demo - BOV

e Select Mobile Application

PSD2 Guide
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Add Application

App Catalog Add an application from the Application Catalog.

SAML Application Create an application that supports SAML for Single Sign On.

Mobile Application Create a mobile/single-page application that uses OAuth 2.0. These applications

cannot maintain the confidentiality of their client secret.

@00

P Create a web-server/server-side application that uses OAuth 2.0, These apps
Trusted Application _ o o -
typically run on a server and can maintain the confidentiality of their client secret.

e Enter the name and description.

@ Identity Cloud Service Home Users Groups Applications Jobs Settings Security

Add Mobile Application

Cancel L] Next >
Detsile Client Authorization

App Details
* Name Demo Application

Description ' Mobile Application

Application can (\)

Upload

Legin URL

Logout Page URL

Tags
Add tags to your applications te organize and identify them. A tag censists of a key-value pair.

+ Add Tag

. Select ‘Authorization Code’ as Allowed Grant Types. Configure Redirect-URL as per your
choice. The client application should listen to this URL when IDCS redirects on this URL with
Authorization code.
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@ Identity Cloud Service Home Users Groups Applications Jobs Settings Security

Add IMobile Application

< Back 0] L]

Next >
Details Client Authorization

Authorization

Allowed Grant Types

® Authorization Code
Implicit Device Code

Allow non-HTTPS URLs @
* Redirect URL | psd2://redirect
Logout URL
Post Logout Redirect URL

Allowed Operations Introspact On behalf Of

Accessing APIs from Other Applications

Allowed Tags

+ Add Tag

Allowed Scopes

+ 2gd

Application Allowed Scope

No data to display.

Grant the client access to Identity Cloud Service Admin APIs.

e Click on Finish to complete the process.

@ Identity Cloud Service Home Users Groups Applications Jobs Settings Security

Add Waobile Application

< Back Q
Detalls

o .
Client Authorization

Authorization

Enforce Grants as Authorization

Client ID is generated for the application. As this application is not a ‘Trusted Application’,
Client-Secret is not generated for the application.

Application Added

Below is the new client ID for yvour application.

This information also appears on the Configuration tab in the Details section for
the application.

Client I e834413756cd4b578c13cVBlblbieiab

Close
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e Click on “Activate” to activate the application.
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View and Manage Consents in OBAPIs

5. View and Manage Consents in OBAPIs
5.3 Manage Consent in OBAPIs

e Login with Channel User. Select ‘Manage Third Party Consents’ from the menu.

>} - X
(& zZigBank - ZigBank x Mg — X

<« C | ® mum00apb:7778/pages/home.htmi?module=dashboard x

Welcome nngurav.customer Dashboard Trends Payments (') Logout

Your last login was on

English

3

Accounts

i

Credit Cards

El

Payments

ER

PFM

m

Mail Box
Service Requests

Manage Thxrc@rw Consents

o © B

My Profile
@ Manage Dashboards
® Session Summary

@ ATM/Branch Locator

7778/pages/h

Dashboard Trends Payments C\ B4 (')Lc.gcut

Manage Third Party Consents

Elite Accounts Revoke

Elite Payments - App2
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5.4

View and Manage Consents in OBAPIs

PSD2 Offerings and Modules
Bellow describes the PSD2 API Offerings and Modules
Modules: Below are the modules on which OPEN APIs are being build
Customer Accounts Deposits
Loans Credit Cards Pay to own accounts
Pay within the bank Pay within EU Make an international
payment
Trusted beneficiaries Payment Information (Verify | Authentication
and Confirmation)
APIS, Usage and Module
APl USAGE Module
Show Payment debit and delivery time Account
Fetch account balance Accounts
Validate account balance sufficiency Accounts
Fetch account financial summary Accounts
Fetch account movements Accounts
Fetch Direct Debits Accounts
Fetch Standing Instructions/orders Accounts
Fetch debit card details Accounts
Fetch debit card details Accounts
Show Posting Third Party Details in Narration/Remarks | Accounts
Mutual TLS, OAuth 2.0 and Open ID Connect Authentication
Add Third Party Access Grants Authorization
Delete Third Party Access Grants Authorization
Disable Third Party Access Grants Authorization
Fetch current financial situation of a card Credit Cards

PSD2 Guide
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APl USAGE Module

Fetch card status Credit Cards

Fetch party information Customer

Fetch party to party relationship Customer

Fetch all accounts of the party and nick name Customer

Fetch deposit balance Deposits

Fetch deposit financial summary Deposits

Fetch movements in the deposit Deposits

Fetch loan financial summary Loans

Fetch schedule details Loans

Fetch payment details Make an international payment
Fetch payment status Make an international payment
Make a payment Make an international payment
Make mass payment Make an international payment
Cancel a payment Make an international payment

Fetch payment details

Pay to own accounts

Fetch payment status

Pay to own accounts

Make a payment

Pay to own accounts

Make mass payment

Pay to own accounts

Cancel a payment

Pay to own accounts

Fetch payment details Pay within EU
Fetch payment status Pay within EU
Make a payment Pay within EU
Cancel a payment Pay within EU

Fetch payment details

Pay within the bank

Fetch payment status

Pay within the bank

PSD2 Guide
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APl USAGE Module

Make a payment Pay within the bank

Make mass payment Pay within the bank

Cancel a payment Pay within the bank

. o Payment Information (Verify and

Unique ldentifier Confirmation)

Charges Payment . Information  (Verify and
Confirmation)

Exchange Rate Payment . Information  (Verify and
Confirmation)

Payment reference Payment _ Information  (Verify and
Confirmation)

Amount Payment . Information  (Verify and
Confirmation)

Initiation and Value Dates Payment _ Information  (Verify and
Confirmation)

Fetch beneficiaries by account Trusted beneficiaries

Fetch beneficiaries by type of payment Trusted beneficiaries

Home
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